The untrusted partner:
software license reviews in the public sector
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Introduction
The licensing practices of some software vendors have in the past been seen as
‘complex and treacherous’ 1 and criticisms now extend also to a seemingly unfair
use of license reviews. But are such license reviews really so prevalent? And do
they really result in adverse findings against a customer base, such as the UK
public sector, which is both trusting and diligent?
Figures2,3 from Oracle confirm that its revenue proportion generated by new license sales has fallen markedly from
28% to 21% over 5 years. In contrast, the proportion of revenue from software license updates and product support
to existing customers has increased from 56% to 60%.
With hardware products and support remaining static, there remains therefore a high reliance on an existing
customer base for additional revenue by way of software license updates and support fees rather than the finding
of new business. Oracle’s SEC filings4 confirm that software license updates and product support is Oracle’s highest
margin business unit operating at a profit margin of 89%.
There is sales impetus to move customers to new cloud solutions. However, the combined effects of the necessity
for a substantial reconfiguration in how database technology and programs are accessed, together with a residual
anxiety about security means that movement is not as swift as some commentators have expected. Oracle’s and
SAP’s cloud revenues represent only 5% and 6% respectively of current turnover.
Many organisations have concluded that a better (and safer) solution is to move away from the shackles of any
proprietary solution and to base their IT on open source, allocating at least some of the saved license costs to

3
Martin Thompson. (2010) Oracle Licensing Quick Guide, The ITAM Review, 1st March. Available from: https://www.itassetmanagement.net/2010/03/01/oracle-licensing-quick-guide/
Oracle Corporate, Second Quarter Fiscal Year 2010 Press Release. Available from: http://investor.oracle.com/ﬁles/doc_ﬁnancials/quarterly/2010/q2fy10-080080.pdf
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SURVEY - MAR 2015 : Local Authorities - Findings in Figures
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in-house IT support and development. But any change is difficult – particularly in an environment like the public
sector where there may be thousands of stakeholders and users and a – not unreasonable – expectation that
interaction with the organisation should be available at all times and without problem.
We therefore determined to look at universities and local authorities as examples of how the public sector is being
impacted, if at all, by increased pressure, via license reviews, from their software and technology providers. Such
organisations are of course directly reliant on government funding as well as their students and council tax payers
respectively. However, the reduction in the revenue support grants to local authorities, and the research and
quality-related grants to universities means that IT departments, alongside other support services, have necessary
caps on their spending.
The challenge of a ‘license review’ from a major software vendor is therefore unwelcome and, as may be seen in
this survey, often results in significant ‘true up’ demands. Universities and local authorities are accountable to their
stakeholders and clients, including the general public. Both strive to be compliant and proactive with their internal
regulations and external intellectual property usage. The announcement therefore of a license review will be both
unexpected and, in terms of management time and cost, a depressing distraction.
Such license reviews are normally executed, and then completed by a demand for license fees and arrears of support,
within a short timescale; often a two-month license review will initiate a statement that the organisation is
under-licensed (with the tacit message that continued operation, without license, is at best subject to a withdrawal
of support or at worst susceptible to legal proceedings). There is accordingly a heavy expectation to settle up and
pay within a short period of time; usually around four weeks, or less if a discounted offer (often to assist with
a salesperson’s quarter-end) is on the table.
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“The surprise to the
customer is that the
software vendor
is not their trusted
friend...”
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The evidence from our survey is that councils and universities, and indeed all organisations relying on major enterprise
software solutions, must recognise that, if they have not recently received an anodyne request for an audit, this can be
expected within the next 2 years. Furthermore, the probability is that this will result in a difficult true-up demand, an
awkward negotiation and an unbudgeted payment.
The statistics however, only tell part of the story. In our experience, the surprise to the customer is that the software
vendor is not their trusted friend: indeed that the license review has been initiated with the predominant aim of
revenue optimisation, regardless of any damage to the customer relationship. A 2012 EY Survey5 of software
publishers disclosed that the key objective for a software vendor in any compliance program was ‘Revenue
generation’ (63%) with ‘Customer satisfaction’ only being a relevant objective in around one in ten cases (13%).
The same survey acknowledged that the reason for any non-compliance was ‘Lack of understanding’ (63% of
respondents) and ‘Complexity of contracts and user rights’ (50%) rather than any determined belief that the customers
were seeking to infringe copyright.
This revenue generation exercise may be business as usual for the vendor but for the customer their bewilderment is
compounded when the results of the review are enforced aggressively and with little time for external verification or
negotiation. Vendors often use license management partners to carry out the audit announcing that they are there
to ‘assist’ the customer. Software vendors may believe that such third parties are able to distance the review from the
vendor-client relationship. But most customers are mature enough to aggregate what the license management partner
is saying (and demanding) with the sales targets of the vendor.
This survey confirms considerable activity in license reviews by the major software vendors – principally Oracle and
Microsoft – and, critically, the high incidence of penalty demands following the review. Public sector organisations
must expect such reviews and prepare for them. They must also understand that, in the eyes of the results-driven
global software vendors, they are no longer (and maybe have never been) valued customers but untrusted partners to
be trusted only to supply additional revenue in a challenging market.

Robin Fry and Nick Preston, Cerno
5
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Ernst & Young. (2012) Software License Forensics. Available from: http://www.ey.com/Publication/vwLUAssets/Software-license-forensics/$FILE/1257586_SLF_Forensics_Brochure_3.pdf
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Executive Summary
High prevalence of software license audits
•

Over one-third of responding Local Authorities, and over one-quarter of Universities, had been the subject of at
least one software license audit in the preceding 20 months.

•

This indicates that software license audits are undertaken with regularity, and that a ‘head in the sand’ approach
to changing licensing obligations is not a long-term solution.

•

There is no reason to suggest this high level of incidence is limited to the public sector.

Many audits conclude under-licensing
•

Across both groups, the total proportion of audits revealing under-licensing varied from around one-quarter
to over one-half.

•

These figures are conservative because the outcomes of some audits were still to be decided or were unknown.

•

Consequently it is not inevitable that an audit will identify under-licensing, however it is a common outcome.

Reality of ‘true-up’ costs where under-licensing established
•

The extent of licensing penalties reported was noticeably higher for Local Authorities than Universities. However,
many Universities subject to an audit sought to rely on a Freedom of Information Act defence to refuse to report
the audit outcome, so it is possible this conclusion does not fairly reflect the overall picture.

•

Over four-fifths of Local Authority audits which established some under-licensing resulted in payment of ‘true-up’
costs. Around one-quarter were in excess of £50,000 and a couple were beyond £250,000. Just 17% resulted in no
financial penalty. In contrast, no University penalty exceeded £50,000, and below this only a small number
of penalties were reported.
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“Interestingly, over
one-third confirmed
that they had been
the subject of a
software license audit
in the preceding 20
months.”
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Unequal spread of audits across software suppliers
•

It would be reasonable to expect all of the major players to feature heavily however this was not borne out from our data.

•

Microsoft notably undertook the lion’s share of audits overall (92 or 44%), bolstered by undertaking half of all local authority
audits reported.

•

For Universities, Oracle, Autodesk, SAP, IBM, Novell and Adobe were all reported to have undertaken more than
5 audits each.

Reluctance to disclose details
•

Whilst collecting data, we were surprised to experience some reluctance to share information on this topic.

•

Some organisations alarmingly refused to give details citing possible criminal proceedings; others cited a risk
of jeopardising commercial terms.

•

As advisors in this area, we have not seen any insistence on confidentiality obligations in any settlement deals
but it is possible that some organisations may believe that any discount received from list prices must not be
jeopardised by release outside the organisation.
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Contact us
NICK PRESTON, MANAGI N G DI REC TO R
Mobile: 07789 000122

Email: nick.preston@cerno-ps.com

Web: www.cerno-ps.com

About Cerno
Cerno is a joint venture between commercial law firm DAC Beachcroft and a team
of software licensing experts.
We provide both the legal and technical specialist skills necessary to advise on, and negotiate, complex software
license agreements and to challenge license review findings. Our expertise covers SAP, Oracle, SAS, PeopleSoft,
IBM, Sybase, Microsoft and other major software vendors.
Cerno is wholly independent; it is not a platinum or gold partner of any vendor.
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